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Assignment 1
[bookmark: _GoBack]Importance of Separation of Duties for Personnel
· It is a tool used to promote the integrity and security of data and information systems.
· As an IT best practice, it facilitate audit and standardized control to reduce the risk of malicious breach of system security that would disrupt the normal operations.
· Separation of duties reduces the occurrence of crime. For instance, committing a fraud would require collusion between two parties; an administrator who seeks to alter his/her earnings would have to collude with the payroll managers to change the records.
· Restrictions are placed in the amount of power or influence yielded by one individual and each individual is essential for the overall functioning of the information system.
· The framework also ensures that the various personnel do not have conflicting responsibilities and are not responsible for reporting to their superiors or themselves.
Best Practices for IT Framework Selection
Best practices are meant to enhance the security level of IT systems in a web environment that has become increasingly perilous. In selecting an information technology framework, the following best practices should be checked:
· The framework should have a robust firewall system. It provides extra protection in addition to the in-built security features.
· It should have a reliable storage for data backup so that lost or corrupted data can easily be recovered. The backup feature should allow for encryption and protection of data with a password.
· The framework should have the facets of notifying vulnerabilities to help identify system attacks by viruses.
· The software should be from credible and trustworthy sources to ensure that the data of the organization is safe. One may be tempted to use software from unknown sources as they could be cheap, but some of them could be having malware that would compromise the system’s security.
· It would also be imperative to hire an IT professional when looking for an appropriate IT framework, especially when the in-house IT professional is less versed with the most appropriate IT frameworks.

